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ABSTRACT

The development of digital technology bas given rise to an integrated service ecosystem that forms the primary
foundation for the growth of a modern economy. This study aims to analyze the characteristics of the digital
service ecosysten in the context of the modern econonry and examine its relevance to innovation and efficiency
of educational services. The research method used is a descriptive qualitative approach with data collection
through literature studies, digital observation, and document analysis. The results show that the digital
service ecosystemwhich includes online platforms, electronic payment systems, big data, and artificial
intelligencehas contributed significantly to accelerating the transformation of the education sector toward a
technology-based service model. The integration of digital services enables education providers to improve
access, personalize learning, and increase managerial efficiency. Furthermore, this stndy found a close
relationship between the dynamics of the digital economy and improving the quality of edncational services
through administrative digitization, distance learning, and data-driven quality assurance systems. In
conclusion, the digital service ecosystem not only strengthens the competitiveness of the modern economy but
also serves as a catalyst in building an adaptive, inclusive, and sustainable education system in the era of
digital transformation.

ABSTRAK

Perkembangan teknologi digital telah melahirkan ekosistem layanan yang saling terintegrasi
dan membentuk fondasi utama bagi tumbuhnya ekonomi modern. Penelitian ini bertujuan
untuk menganalisis karakteristik ekosistem layanan digital dalam konteks ekonomi modern
serta menelaah relevansinya tethadap inovasi dan efisiensi layanan pendidikan. Metode
penelitian yang digunakan adalah pendekatan kualitatif deskriptif dengan pengumpulan data
melalui studi pustaka, observasi digital, dan analisis dokumen. Hasil penelitian menunjukkan
bahwa ekosistem layanan digitalyang meliputi platform daring, sistem pembayaran
elektronik, big data, dan kecerdasan buatantelah berkontribusi signifikan dalam
mempercepat transformasi sektor pendidikan menuju model layanan berbasis teknologi.
Integrasi layanan digital memungkinkan penyedia pendidikan untuk meningkatkan akses,
personalisasi pembelajaran, serta efisiensi manajerial. Selain itu, penelitian ini menemukan
adanya keterkaitan erat antara dinamika ekonomi digital dengan peningkatan kualitas layanan
pendidikan melalui digitalisasi administrasi, pembelajaran jarak jauh, dan sistem penjaminan
mutu berbasis data. Kesimpulannya, ekosistem layanan digital tidak hanya memperkuat daya
saing ekonomi modern, tetapi juga menjadi katalis dalam membangun sistem pendidikan
yang adaptif, inklusif, dan berkelanjutan di era transformasi digital.

The development of digital technology over the past two decades has brought significant changes
to all aspects of human life, including the economic, social, and educational sectors. Digital transformation
has not only impacted the way people communicate but has also transformed systems and patterns of
interaction across various sectors, including public services and education. In the context of the modern
economy, digitalization has created a new ecosystem based on data, connectivity, and service efficiency.
This is marked by the public's increasing dependence on digital platforms that provide services quickly,
easily, and transparently (Aysa, 2020).

The modern economy no longer focuses solely on conventional production factors such as land,
labor, and capital, but also on data and technology as key resources. This paradigm shift has given rise to
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what is known as a digital ecosystem , an integrated economic environment through the use of information
and communication technology (ICT). This ecosystem enables collaboration between industry,
government, and society in creating added value through interconnected digital services. In this context,
education services are also a crucial part of this transformation (Salahuddin, 2019).

Educational services in the digital era face significant challenges and opportunities. Education,
once based on face-to-face interactions, has now shifted to a more flexible and open system, supported by
various digital platforms such as Learning Management Systems (LNMS) , Massive Open Online Courses (MOOCs) ,
and artificial intelligence (Al)-based applications. These changes not only alter learning methods but also
require updates to the educational service system to remain relevant to the demands of a dynamic modern
economy (Azhari & Ali, 2024).

The digital service ecosystem in the education sector encompasses various aspects, from student
data management and the provision of teaching materials and online assessment systems to digital
academic administration. All of these aspects function within a single, interconnected system to create
greater efficiency and quality of service. This demonstrates that education is inseparable from the digital
transformation currently occurring across all sectors of life. (Carvalho et al., 2017).

In the context of the modern economy, educational services are seen not only as social activities
but also as strategic investments in developing competitive human resources. The integration of digital
technology and education is crucial because the workforce now demands new skills relevant to a
technology-driven economy. Therefore, the digital services ecosystem must be able to provide education
that is adaptive, innovative, and oriented to the needs of industry and the global community.

One of the key characteristics of the modern economy is speed and efficiency. In this regard,
digital setvices have become a primary means of meeting society's increasingly complex needs. The
concept of on-demand services has become commonplace in modern life, where services can be accessed
anytime and anywhere. Education has also begun to adapt to this trend by implementing technology-based
learning systems that allow students flexibility in time and place (Mukhan et al., 2015).

The implementation of a digital ecosystem in education has implications for the roles of
educational institutions, educators, and students. Teachers and lecturers are no longer the sole source of
knowledge, but rather facilitators and mentors who guide students in critically managing information.
Meanwhile, students are required to be more independent and active in accessing the various digital
learning resources widely available. This role transformation is part of the evolution of the education
system in the digital era.

Beyond the technological aspect, digital transformation in educational services also demands a
shift in organizational culture within the educational environment. Educational institutions need to
develop comprehensive digitalization policies to ensure services are not only efficient but also secure and
inclusive. This encompasses data security, ethical technology use, and equitable digital access across all
levels of society (Rochmah & Kusumawati, 2019).

On the other hand, the development of the digital service ecosystem also presents challenges in
the form of the digital divide . Not all educational institutions and students have equal access to
technological infrastructure and internet connectivity. This situation can lead to disparities in the quality of
educational services between urban and rural areas. Therefore, strengthening digital infrastructure is
crucial for achieving equitable and equitable educational services. Within the framework of national policy,
the Indonesian government has directed digital transformation as part of its modern economic
development strategy. Programs such as zhe Digital Indonesia Roadmap and Merdeka Belajar Kampus Merdeka (
Freedom to Learn, Independent Campus) are concrete steps to encourage technology integration across various
sectors, including education. These policies are expected to create synergy between digital innovation and
improving the quality of human resources (Kodrat, 2021).

The relevance between the digital service ecosystem and educational services is evident in efforts
to integrate education management systems with information technology. For example, the use of Big Data
to analyze student needs, the development of digital industry-based curricula, and the application of Al in
adaptive learning systems. These innovations offer significant opportunities for education to improve the
effectiveness and personalization of the teaching and learning process.

Furthermore, in a global context, digital-based education has opened up opportunities for
collaboration between countries and universities. Through digital platforms, students can attend lectures
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from universities around the world without having to travel. This phenomenon demonstrates that the
digital ecosystem has erased geographical boundaries in educational services, making education more
inclusive and open.

The digital ecosystem also contributes to administrative efficiency in educational institutions.
Academic information systems, online payments, and digital academic data management have facilitated
rapid monitoring and decision-making. This has led to more transparent and accountable educational
services, in line with modern economic principles based on efficiency and data-driven decision-making.

However, the successful implementation of a digital ecosystem in education is inseparable from
the readiness of human resources. Lecturers, teachers, educational staff, and students need adequate digital
literacy to be able to utilize technology optimally. Without such readiness, digitalization can actually create
new obstacles in the delivery of educational services (Al-Anwari, 2014).

In the context of higher education, the implementation of a digital ecosystem encourages the
creation of a smart campus , an academic environment that integrates digital technology to support
academic activities, research, and administrative services. This concept is a concrete representation of the
application of the digital economy in education, where efficiency, transparency, and innovation are core
values.

Thus, in-depth research on the digital service ecosystem in the modern economic era and its
relevance to educational services is crucial. This research is expected to provide theoretical and practical
contributions to understanding how digital transformation shapes a new paradigm in educational service
delivery that adapts to changing times.

METHOD

The research method used in this study is library research. The purpose of this library research is
to identify and analyze various relevant literature on risk dynamics in the digital service ecosystem in the
modern economic era. Data sources in this study were obtained from scientific journals, books, articles,
industry reports, and trusted online sources that discuss related topics. Data collection was carried out by
selecting literature published in the last five years to ensure the relevance and currency of the information.
The data collection process was carried out using keywords such as "digital risk," "digital service
ecosystem,” "modern economy," and "technology risk management" in academic databases such as
Google Scholar, ResearchGate, and ScienceDirect. The selected literature was then classified based on
themes, research methods, and findings to facilitate analysis. Inclusion criteria included literature
discussing cybersecurity risks, technology dependency, and regulations and policies related to digital
services (John W. Cresswell, 2008). The data analysis in this study was conducted using content analysis.
Each piece of literature reviewed was analyzed to identify patterns, themes, and relationships between
variables related to digital service ecosystem risks. Furthermore, the analysis focused on risk mitigation
and adaptation strategies implemented by industry players to address the challenges of the modern
economic era.

FINDINGS AND DISCUSSION
Digztal Service Ecosystem in the Modern Economic Era

Digital service ecosystems have become a crucial foundation of the modern economy, connecting
various components such as companies, customers, business partners, and technology into a single,
interacting whole. This integration enables the efficient exchange of information and services, creating
added value for all parties involved. One of the key benefits of digital ecosystems is increased operational
efficiency. By automating business processes, companies can reduce reliance on manual work, thereby
increasing productivity and reducing operational costs. The use of integrated management software also
helps improve transparency and coordination throughout the supply chain (Mukhan et al., 2015).

Furthermore, digital ecosystems expand the market reach of businesses. Through e-commerce
and social media platforms, companies can reach customers worldwide without geographical boundaries,
opening up new opportunities for business growth and expansion. Product and service innovation is also
easier within a digital ecosystem. With access to in-depth data and analytics, companies can understand
customer needs and preferences, thus developing more relevant products and services that meet market
demand.
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Improving the customer experience is another crucial aspect. Through personalized service and
more responsive interactions, companies can build stronger relationships with customers, increase loyalty,
and encourage customer retention. In-depth data analysis within the digital ecosystem enables companies
to gain valuable insights into market trends and customer behavior. This information forms the basis for
more informed and effective strategic decision-making, helping companies adapt to dynamic market
changes (Mukhan et al., 2015).

Digital ecosystems also encourage the development of new business models. Concepts such as
the sharing economy and community-based platforms have emerged thanks to advances in digital
technology, enabling companies to offer products and services in more innovative ways and in line with
current market needs. More effective marketing capabilities are also a benefit of digital ecosystems. With
digital marketing tools, companies can run targeted campaigns, increase brand visibility, and reach a wider
audience more cost-effectively than traditional methods (EFFENDI & PURNOMO, 2020).

However, to maximize the benefits of a digital ecosystem, companies need to conduct proper
mapping. Steps such as inventorying the tools used, documenting their use, and evaluating the
performance of each tool are crucial to ensure all ecosystem components function optimally and support
each other. By understanding and effectively adopting a digital service ecosystem, companies can improve
operational efficiency, expand market reach, and innovate products and services, enabling them to
compete and thrive in the ever-changing modern economy. Types of Risks in a Digital Service Ecosystem:
1. Cybersecurity Risks

Cyber threats such as hacking, malware, and ransomware are major risks in the digital ecosystem.
Cyberattacks can cause financial losses, reputational damage, and consumer trust.

2. Data Privacy Risks
Collecting and managing large amounts of data increases the risk of privacy breaches. Leaks of
personal data can lead to legal repercussions and a loss of public trust.

3. Technology Dependency Risk
Dependence on a particular technology or a single service provider can hinder a business's flexibility
and adaptability to market changes.

4. Regulatory and Compliance Risk
Rapid regulatory changes, such as data protection and cybersecurity, require continuous adjustment by
companies.

5. Operational Risk
Operational disruptions due to system failures, human error, or natural disasters can hinder the smooth
running of digital services (Dewanti, 2011).

The Digital Service Ecosystem in the Modern Economic Eva and Its Relevance to Educational Services

The digital service ecosystem in the modern economic era has become a key foundation in
various aspects of human life, including education. Advances in digital technology have transformed the
way people interact, conduct transactions, and acquire information and knowledge. This digital
transformation has not only impacted the economic sector but has also driven a paradigm shift in the
education system, shifting from a conventional approach to a more open, flexible, and technology-based
one (Dewanti, 2011) .

Modern economic development is closely linked to digitalization, as all sectors begin to rely on
technology to improve service efficiency and effectiveness. In this context, the digital ecosystem functions
as a network connecting various actors, from governments and corporations to educational institutions
and individuals, through integrated digital platforms. This creates a system that enables rapid and
measurable data exchange, collaboration, and innovation (Widodo & Agustiyani, 2018).

In the world of education, the implementation of a digital service ecosystem has brought about
significant changes in education delivery models. For example, online learning and learning management
systems (LMS) have become effective solutions for reaching students from diverse backgrounds and
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geographic locations. Digital technology enables learning to take place without the constraints of time and
space, thus increasing access to education.

Furthermore, digital education platforms have also given rise to various new services, such as
virtual classrooms, interactive video conferencing, and the use of artificial intelligence (Al) to tailor
learning materials to individual needs. This allows learning to become more personalized and adaptive to
students' abilities. This phenomenon demonstrates that the digital ecosystem is not metrely a tool but also
an integral part of the modern learning process. (Wilendra et al., 2024).

In the digital service ecosystem, data is a crucial commodity driving evidence-based decision-
making. In education, student data collected through digital platforms can be used to monitor learning
progress, identify learning difficulties, and design appropriate interventions. This helps teachers and
educational institutions continuously improve service quality. The digital ecosystem also plays a role in
creating connectivity between education and the world of work. Digital platforms such as recruitment
portals, online training, and digital certifications enable graduates to enhance their skills to meet the needs
of modern industry. Thus, education no longer focuses solely on knowledge transfer but also on
strengthening competencies and job readiness in the digital economy era.

However, the development of the digital ecosystem also presents new challenges. One of these is
the digital divide, which refers to the difference in access to technology between the wealthy and the
disadvantaged, or between urban and rural areas. In the context of education, this can lead to disparities in
the quality of learning and learning opportunities. Therefore, governments and educational institutions
need to ensure equitable access to digital infrastructure (Gamage et al., 2024).

In addition to access disparities, data security and privacy are also important concerns. The use of
digital platforms in education involves storing personal data of students and educators, which, if not
properly managed, can be misused. Therefore, it is crucial for educational institutions to have robust
cybersecurity policies and provide digital literacy to all stakeholders.

The digital ecosystem in the modern economic era also demands enhanced digital competency for
educators. Teachers and lecturers need to master educational technology to design innovative and
interactive learning. Ongoing training and technological assistance are essential for strengthening the
quality of educational services in the digital age. Furthermore, cross-sector collaboration is key to the
success of the digital ecosystem in education. Industry, government, and educational institutions must
work together to create a mutually supportive system. This can be achieved through technology-based
education partnership programs, edtech (education technology) innovation, and investment in research
and development of digital learning systems.

The digital transformation in education has also opened up opportunities for the creation of new
learning models such as blended learning, flipped classrooms, and microlearning. These models allow
students to independently manage their own learning time and pace while still receiving guidance from
educators. This makes learning more flexible and tailored to individual needs. From an economic
perspective, the digital ecosystem contributes to educational cost efficiency. The use of digital platforms
can reduce operational costs such as printing teaching materials, transportation, and providing physical
classrooms. However, initial investment in digital infrastructure remains necessary, especially for
educational institutions in technologically disadvantaged areas.

The relevance of the digital services ecosystem to education can also be seen in the increasing
innovation in evaluation methods. Technology enables the administration of online exams, automated
analysis of learning outcomes, and the use of big data to comprehensively assess student competency
achievement. This accelerates the feedback process and helps educators refine teaching strategies.
Furthermore, the digital ecosystem has the potential to strengthen the value of inclusivity in education.
Digital platforms enable students with physical or social disabilities to still have access to adequate
education. Adaptive learning applications, visual and audio aids, and accessibility features are solutions to
create a welcoming education for all. However, the integration of digital services into education must be
balanced with character development and digital ethics. Unwise use of technology can have negative
impacts such as plagiarism, gadget addiction, and decreased social interaction. Therefore, digital literacy
must be a crucial part of the modern education curriculum (Manalu et al., 2022).

The government has a strategic role in regulating and strengthening the digital services ecosystem
in education. Through national digital transformation policies, such as the implementation of "Merdeka
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Belajar Kampus Merdeka" (Freedom to Learn, Independent Campus) and school digitalization, the
government is striving to build an education system relevant to the demands of the modern economy.
This policy emphasizes the importance of collaboration, innovation, and the use of technology to support
lifelong learning. Beyond policy, the success of a digital service ecosystem is also determined by the
readiness of the organizational culture within educational institutions. Universities and schools need to
adopt an innovative mindset, be open to change, and be data-driven in all decision-making. Thus, digital
transformation is not just about using tools, but also about a paradigm shift in education management.

Overall, the results of this discussion indicate that the digital service ecosystem has a very strong
relevance to the development of educational services in the modern economic era. The presence of digital
technology not only increases the efficiency and accessibility of education but also creates a space for
innovation and collaboration that enriches the learning experience. In conclusion, the digital service
ecosystem has become a major driver of economic modernization as well as a driver of educational
transformation. To realize inclusive, adaptive, and globally competitive education, all stakeholders must
work together to build a digital system that is sustainable, secure, and oriented towards improving the
quality of human resources. Thus, the digital ecosystem is not just a technological instrument, but the
foundation of the future of education in the modern economic era (Bartalesi et al., 2010).

CONCLUSION

This research concludes that a digital service ecosystem is a crucial foundation for supporting
transformation in the modern economic era, where social, economic, and educational activities are
increasingly integrated with digital technology. This ecosystem encompasses not only technological
infrastructure and online platforms but also involves collaboration between the government, the private
sector, educational institutions, and the community as users. In the modern economic context, digital
services have accelerated efficiency, transparency, and accessibility in various sectors. Through
digitalization, business processes, public services, and information management have become more
adaptive and responsive to the dynamic needs of society. This phenomenon demonstrates that the digital
economy is no longer merely an option but a necessity for every institution to remain relevant and
competitive. Its relevance to educational services is significant. The digital ecosystem encourages the
realization of a more flexible, personalized, and inclusive learning system. E-learning platforms, learning
management systems (LMS), and the integration of academic and administrative data have shifted the
paradigm of educational services from conventional to technology-based. Thus, education serves not only
as a means of knowledge transfer but also as an integral part of the digital ecosystem that prepares human
resources to adapt to changing times.
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